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Abstract

BGP fl ow specification version 1 (RFC5575) describes the distribution
of traffic filter policy (traffic filters and actions) which are
distributed via BGP to BGP peers. Three applications utilize this
traffic filter policy: (1) mtigation of Denial of Service (DoS), (2)
enabling of traffic filtering in BG/ MPLS VPNS, and (3)centralized
traffic control for networks with SDN or NFV controllers.

Application of centralized traffic utilizing BG Fl ow Specification
traffic filters may need user-ordered filters rather than RFC5575' s
strict ordering of filters and defined ordering of actions.

Thi s docunment proposes a new BGP Fl ow specification version 2 that
supports user-order of filters and actions plus allow ng nore actions
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1. I nt roducti on

BGP fl ow specification [ RFC5575] describes the distribution of
filters and actions that apply when packets are received on a router
with the flow specification function turned on. |f one considers the
reception of the packet as an event, then BGP flow specification
describes a set of mnimalistic Event-MtchCondition-Action (ECA)
policies were the match-condition is defined in the BG® NLRI, and the
action is defined either by the default condition (accept traffic) or
actions defined in Extended BGP Communiites val ues [ RFC4360].

The initial set of policy [ RFC5575] and [ RFC7674] for this policy
includes 12 types of match filters encoded in two application
specific AFlI/SAFls for the | Pv4d AFI.

IP traffic: AFlI:1, SAFlI, 133;

Har es Expi res Decenber 27, 2016 [ Page 2]



I nternet-Draft BGP Fl owSpec v2 June 2016

BGP/ MPLS VPN AFI: 1 VPN SAFI, 134) for |Pv4.
The popularity of these flow specification filters in deploynent for
DoS and SDN NFV has led to the requirenment for nore BGP fl ow
specification match filters in the NLRI and nore BGP fl ow
specification actions.
Thi s docunent describes distribution of two new BGP Fl ow
Specification NLRI (2 AFI/SAFl pairs) that allow user-ordered |ist of
traffic match filters, and user-ordered traffic match actions encoded
in BG® Wde Communities.
o section 2 - Definitions,
o section 3 - Rules for dissem nation of Flow Specification v2,
0 section 4 - Optional Security,
0 section 5 - | ANA consi derati ons,

0O section 6

security considerations.

The rest of this section provides background on BGP Fl ow
Specification filters interaction with I2RS Filter-Based RIBs carried
by NETCONF/ RESTCONF protocol. Figure 1 belowis a |ogial description
of BGP Flow Specification rules that conbine filters in BGP NLRI with
actions in BGP Extended comuniti es.
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o e e e e e e e e +
| Flow Specification (FS) |
| Policy |
o e e e e e e e e e e e e - +
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| |
| |
S ZA YR + S R ZA YR +
| FS Rul e | | FS Rul e
o e e m + o e e e - +
F--- - - - V--eeeeaaa + T Y +
| Rule Condition | | Rul e Action |
| in BGP NLRIs | | i n BGP extended
| SAFI 133, 134 | | Communities |
o e e e a o + S +
+----V---+ +---V-eo-t -V - V- - - + +--V----- ++--V---+
| Match | | match | |match | | Action | | action |]|action
| Operator| |Variable| |Value | |Operator| |variable|| Value|
| *1 | || | | (subtype| | | |
I + - ---- + H------ + - e - + - e - ++------ +

*1 match operator may be conpl ex.
Figure 1. BGP Fl ow Specification Policy

BGP Fl ow Specification (BGP-FS) ([ RFC5575] and
[1-D.raszuk-idr-rfcb575bis]) describes howto distribute the BGP Fl ow
Specification policy as BGP routes which are locally configured on
the originating BGP peer. Like BGP routes, if the BGP peer session
drops then BGP Fl ow Specification routes are dropped. [RFC5575] and
[1-D.raszuk-idr-rfc5575bis] do not indicate how the BGP Fl ow
Specification policy is installed in the kernel.

1.1. RFC5575 vs. NETCONF/ RESTCONF/ | 2RS Flow Filters

[ RFC5575] describes the dissem nation of flow specification rules
policy is simlar to the the statically configured Filter-Based RI B
described in [I-D.ietf-i2rs-fb-rib-data-nodel], and the I2RS Filter-
Based RIB ([I-D.ietf-i2rs-fb-rib-info-nodel],
[I-D.ietf-i2rs-fb-rib-data-nodel],
[I-D.ietf-i2rs-pkt-eca-data-nodel]). These FB-RIBs start on the
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reception of a packet using match filters to match frames (L2) or
packet data (L3/L4/Application), and perform actions as shown in
figure 2.

TR + S +
| Rul e Group | | Rule Goup |
Fomm e + Fomm e m oo ok +
N N
| |
| |
S R ZAYREp + S R L +
Rul e | Rul e |
Fom e e e e e o e oo o + Fom e e e +
[ .o
+--V--+ +--V--+
| name| |order| .........0 ...,
+----- + +----- +
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Figure 2. 12RS Filter-Based RI B Policy

[I-D.ietf-i2rs-fb-rib-data-nodel] suggests that the storage of BGP

Fl ow Specification routes in the kernel should utilize the sane
format as the statically configured FB-RI B and the |2RS epheneral FB-
RIB so that these traffic filters may be conpared. This draft also
proposes that precedence between these three sources of filters in
the kernel (statically configured, |2RS epheneral, and BGP epheneral
routes) can either set by local policy or defaults. |If it is set by
defaults [I-D.ietf-i2rs-fb-rib-data-nodel] suggests the default
precedence between static, |I2RS, and BGP-FS installed filters is:

o static FB-RI B -highest precedence (wins all ties)

o0 |I2RS FB-RIB - mddle preference (W ns over BGP-FS origi nat ed
routes, loses to static FB-RI B),
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2.

2.

1.

2.

o BGP-FSinstalled Filters - lows preference (loses to static and
| 2RS FB- RI B)
Definitions
Definitions and Acronyns

NETCONF: The Networ k Configuration Protocol [RFC6241].

RESTconf - http programmatic protocol to access yang nodul es
[I-D.ietf-netconf-restconf]

BGPSEC - secure BGP [I-D.ietf-sidr-bgpsec-protocol].
I2RS - Interface to Routing System[I-D.ietf-i2rs-architecture].

BGP Session epheneral state - state which does not survive the
| oss of BGP peer,

Epheneral state - state which does not survive the reboot of a
software nodul e, or a hardware reboot. Epheneral state can be
epheneral configuration state or operational state.

configuration state - state which persist across a reboot of
software nodule within a routing systsemor a reboot of a hardware
routing device.

RFC 2119 | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Di ssem nati on of BGP Fl ow Specification version 2 NLRI and W de
Communi ti es

The BGP Fl ow Specification version 2 (BGP-FS v2) uses an NRLI with
the format for AFI/SAFI (SAFI = TBD) for IP flow, and AFI/SAFI for
BGP/ MPLS (SAFI = TBD). This NLRI information is encoded using
MP_READ NRI and MP_UNREACH NLRI attributes defined in [RFC4760].
Whenever the correspondi ng application does not require Next-HOP
information, this shall be encoded as zero-octet |ength Next Hop in
t he MP_REAC NLRI and ignored upon receipt.

| mpl ement ati nos wi shing to exchange fl ow specificastion rules MJST
use BGP’ s Capability Advertisenent facility to exchange the

Mul ti protocol Extension Capability Code (Code 1) as defined in

[ RFC4760] .
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3.1. Encoding of BGP-FS v2 Filters

The AFI/SAFI NLRI for BGP Fl ow Specification has the fornat

| val ue (variable) |
[ [mul tiples of |
| 2 octets] |

o e eao o +
| 1ength (2 octets) |
o e e e aaoo +
| Sub-TLVs (vari abl e)

| B e feeffeefefeefefeefeett |
| | order (2 octets) | |
| +-------mm e - + |
| | type (2 octets) | |
[ + |
| | length (2 octets) | |
[ + |
I I
I I
I I
I I

Figure 16 - NRLI revision
wher e:
o length - is the length of the NLRI

0 Sub-TLVs contain a user-ordered set of filter conponents as
defined in [ RFC5575] and [|-D.raszuk-idr-rfc5575bis]. The ranges
are defined as: standard BGP Fl ow Specification filters (types
0x01 - Ox3FFFF), and vendor specific filters (types Ox4ffff to
OX7FFFF) with type val ues 0x8000 to OxFFFFFFFF reserved for future
use. Each sub-tlv has an length of 2 octets, and a variable
length value (in multiples of 2 octets).

Filters are process in the order specified by the user. If nultiple
filters exist for the sane order, the strict filter ordering defined
in [RFC5575] and [I-D.raszuk-idr-rfc5575bis] will be used for the
filters with the sane value for user order

3.2. Encoding of BGP-FS v2 Actions

The BGP-FS version 2 actions are passed in a Wde Community
[I-D.ietf-idr-w de-bgp-comunities] atomwith the follow ng format.
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3.

4.

o e e e e e e e e i e i aaa o +
| order (2 octets) |
o e e e e e e e e e e o - +
| Action type (2 octets) |
o m e e e e e e e e e oo +
| Action length (2 octets) |
o e e e e e e e e i e i aaa o +

| Action Values (variable) |
| (rmultiples of 2 octets) |

Wde Community Atom
figure 17

wher e:

o0 Action type (2 octets) - is the type of action. These actions can
be standardi zed (0x0001 - Ox3ffff), vendor specific
(0x40000- OXx7FFFF), or reserved (0x0, 0x80000- OXFFFFFFFF) .

o Action length - length of actions including variable field,

o Action values - value of actions (variable) defined in individual
definitions.

The BGP Fl ow Specification (BGP-FS) atom can be part of the Wde
Community container (type 1) or the BGP Fl ow Specification Atom can
be part of the BGP Fl ow Specification container (type 2) which wll
have:

o e e e e e e e e +
| Source AS Nunber (4 octets)]
o e e e e e e e e e e e o - +
| list of atons (vari able) |
o m e e e e e e e e +
figure 18

3. Required NLRI Validation
Same as [ RFC5575] and [I-D.raszuk-idr-rfc5575bis].
Optional Security Additions

This section discusses the optional BGP Security additions for BGP-FS
v2: BGPSEC [I-D.ietf-sidr-bgpsec-protocol], ROA [ RFC6482] and revised
security for flow specification distributed froma centralized server
wthin an AS [I-D.ietf-idr-bgp-flowspec-o0id]. These optional
security paraneters can be applied per BGP peer.
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4.1. BCP FS v2 and BGPSEC

[ RFC5575] does not require BGP Fl ow specifications to be passed
BGPSEC [I-D.ietf-sidr-bgpsec-protocol]. BGP FS v2 can be passed in
BGPSEC, but it is not required.

4.2. BCP FSv2 with with ROA

BGP-FS v2 can utilize ROAs in the validation. |If BGP-FS v2 is used
with BGPSEC and ROA, the first thing is to vaildate the route within
BGPSEC and second to utilize BG® ROA to validate the route origin

The BGP-FS peers using both ROA and BGP-FS validation determ ne that
a BGP Flow specification is valid if and only if one of the foll ow ng
cases:

o If the BGP Flow Specification NLRI has a | Pv4 or | Pv6 address in
destination address match filter and the followng is true:

* A BGP ROA has been received to validate the originator, and

* the route is the best-match unicast route for the destination
prefix enbedded in the match filter; or

o If a BGE ROA has not been received that matches the | Pv4 or | Pv6
destination address in the destination filter, the match filter
nmust abi de by the [ RFC5575] validation rules of:

* The originator match of the flow specification matches the
originator of the best-match unicast route for the destination
prefix filter enbedded in the flow specification", and

* No nore specific unicast routes exist when conpared with the
fl ow destination prefix that have been received froma
di fferent nei ghboring AS than the best-match unicast route,
whi ch has been determned in step A

The best match is defined to be the |ongest-match NLRI with the
hi ghest preference.

4.3. Revise Flow Specification Security for centralized Server
The distribution of Flow Specifications froma centralized server
supports mtigation of DoS attacks. [I-D.ietf-idr-bgp-flowspec-oid]
suggests the foll ow ng redefined procedure for validation for this
case:

Aroute is valid if the follow ng conditions holds true:
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o The originator of the flow specification matches the origi nator of
the best-match unicast route for the destination prefix enbedded
in the flow specification.

o The AS PATH and AS4 PATH attribute of the flow specification are
enpty (on originating AS)

o0 The AS PATH and AS4_PATH attribute of the flow specification does
not contain AS SET and AS SEQUENCE segnents (on originating AS
wi th AS Conf ederati on)

Thi s reduced validati on mechani sm can be used for BGP-FS v2 within a
si ngl e domai n.

5. | ANA Consi derations
This section conplies with [ RFC7153]
Thi s docunent requests:

SAFI be defined for IPv4 (AFI = 1), IPv6 (AFI=2), L2VPN (AFIl =25)
f or BGP-FS

SAFlI be defined for BG/ MPLS | Pv4 (AFI = 1), | Pv6 (AFI=2), L2VPN
(AFI =25) for BGP-FS

Regi stry be created for BGP-FS V2 filter conponent types with the
fol |l ow ng ranges:

0x00 - reserved

0x01 - Ox3FFFF - standards action

0x40000- Ox7FFFF - vendor specific filters
0x80000 - OxFFFFFFFF - reserved

0x80000 - OxFFFFFFFF - reserved

Regi stry be created for BGP-FS v2 action types with the follow ng
ranges:

0Ox0 - reserved
Ox01 - Ox3ffff - standards acti on

0x40000 - Ox7ffff - vendor actions

Har es Expi res Decenber 27, 2016 [ Page 10]



I nternet-Draft BGP Fl owSpec v2 June 2016

6.

7.

7.

0x80000 - OxFFFFFFF - reserved
Security Consi derations

The use of ROA inproves on [RFC5575] to check the route orgination is
valid can inprove the validation sequence for a nultiple-AS
environnment. The use of BGPSEC [I-D.ietf-sidr-bgpsec-protocol] to
secure the packet can increase security of BGP flow specification

i nformati on sent in the packet.

The use of the reduced validation within an AS
[I-D.ietf-idr-bgp-flowspec-o0id] can provide adequate validation for

di stribution of flow specification wthin an single autononobus system
for prevention of DDOCS.

Distribution of flowfilters may provide insight into traffic being
sent within an AS, but this information should be conposite
informati on that does not reveal the traffic patterns of individuals.
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